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Internal Control Guidelines
Updated Nov 2007
Internal Controls serve several purposes. They safeguard assets, produce accurate financial data, contribute to efficient operations, and promote compliance with board policy, grant restrictions and other regulations

Segregation of duties is the key element for establishing internal controls.  Auditors will look to see that responsibilities are assigned to personnel so that no one person controls all aspects of a financial transaction.
The following are guidelines that can be used to assess and establish an effective system of internal controls
Cash Receipts

· Cash receiving, processing, recording, and bank statement reconciliation functions are clearly segregated.

· Checks received are listed individually on a control sheet for comparison with the bank deposit ticket.

· Checks are restrictively endorsed (stamped “For Deposit Only”) by the person opening the mail 

· (For fraud protection it is recommended that your account number NOT be included on the endorsement stamp).

· Cash is deposited intact (without any  ”temporary” withdrawals, say for petty cash purposes) in a bank account and on a timely basis.

· Duplicate deposit slips are prepared.

· Validated deposit slips are received from the bank and attached to the deposit detail.

Cash Disbursements

· Authorization, processing, check-signing, record​ing, and bank statement reconciliation functions are clearly segregated.

· Persons authorized to approve expenditures are clearly identified.

· Expenditures are approved in advance by autho​rized persons (such as through a purchase order system).

· Invoices or requests for expenditures are support​ed by appropriate documentation and approval(s).

· Supporting documents are canceled (i.e., stamped PAID) to prevent subsequent use.

· All cash disbursements are made by pre-numbered checks.

· The person processing checks keeps a record of cash disbursements.

· Two signatures are required on each check or on all checks over a certain dollar amount.

· Signed checks are mailed promptly.

· Checks are controlled and accounted for with safeguards for returned and voided checks.

· Blank checks are properly controlled and securely stored.

· Checks written to ”cash” are prohibited.

· Signing checks in advance is prohibited.

· Bank statements are reconciled monthly.

Payroll

· The personnel authorization, payroll approval and preparation, payroll check distribution, record-keeping, and bank statement reconciliation func​tions are clearly segregated.

· Changes in employment (new hires and termina​tions), salaries, wage rates, and payroll deductions are authorized by proper personnel.

· Policies and procedures are in place for account​ing for vacations, holidays, and sick leave.

· Changes in employment status are recorded in employee personnel files.

· Time sheets for each employee are maintained and authorized by proper personnel.

· Payroll checks are always prepared after receipt of approved time sheets and based on those reports.

· All disbursements are made by pre-numbered checks.

· The summary of the payroll register is posted to the general ledger on a timely basis.
· If needed, steps a Section would take to ensure controls for an impress petty cash system including:

· Only specifically authorized personnel should be allowed to utilize authorized petty cash slips for specified expenses and purchases.

· Each petty cash slip should be signed by the recipient and approved by the recipient’s supervisor.

· Original receipts for purchases should be attached to the petty cash slip
· Petty cash should be kept in a locked container or drawer and access should be restricted to the custodian.

· Petty cash slips should never be received and approved by the same person.

· The custodian must not be the same person who signs the petty cash reimbursement checks.

· Petty cash replenishment checks should never exceed the established petty cash balance.

· Travel and entertainment related expenses should not be paid through petty cash.

· Purchase transactions that should go through the normal accounts payable payment process should never be put through petty cash.

· An impress petty cash system should be in place so that the balance of cash on hand and petty cash vouchers must add to specified predestinated amount
Accounts Receivable

· Changes in prices for services or products are promptly communicated.

· Billing is done by serially pre-numbered invoices.
· The subsidiary receivables ledger is periodically balanced with general ledger control accounts.

· Follow-up action is taken on overdue balances.

· Collections are promptly recorded in receivables records.

· Outstanding accounts are properly analyzed to determine if they are collectable and periodically aged.

· The write-off of uncollectible accounts is autho​rized by proper personnel.

Accounts Payable

· Authorization, processing, recording, and pay​ment functions are clearly segregated.

· All approved invoices are promptly recorded in the accounts payable register to establish control for payment.

· Unpaid invoices are maintained in a distinct unpaid invoice file.

· Statements from vendors are regularly compared with open invoice files.

· Invoices from unfamiliar or unusual vendors are reviewed and approved for payment by autho​rized personnel who are independent of the in​voice processing function.

· Payments are promptly recorded in the accounts payable register to avoid double payment.

· The accounts payable register is periodically rec​onciled with the general ledger by a person inde​pendent of the invoice processing function.

· The organization obtains competitive bids for items whose cost exceeds a specified dollar amount.

Inventory

· Inventory purchasing and custodial, processing and record-keeping functions are clearly segregated.

· Responsibility for inventory is established and appropriate safeguards are maintained.

· The receipt, transfer, and withdrawal of inven​tory items are promptly recorded in the inventory records. 
· Quantity records of inventory items are maintained.

· Inventory records are periodically reconciled with the general ledger.

· A physical inventory is periodically taken by per​sons independent of custody and processing functions.

Fixed Assets

· Fixed asset purchases are permitted only if preapproved by the board.

· Borrowing for fixed asset purchases is limited to specific authorization by the board.

· The organization has established policies covering capitalization and depreciation.

· Detailed records are maintained showing the asset values of individual units of property and equipment.

· Detailed property and equipment records are periodically balanced to the general ledger.

· Fixed assets are periodically appraised by an inde​pendent appraiser for insurance purposes.

· Detailed fixed asset records are periodically checked by physical inventory.

· Adequate procedures exist for the receiving and recording of gifts and fixed assets.

· Procedures exist governing the disposition of fixed assets.

Other
· Bank statement reconciliations are prepared as soon as possible after the statement is received.

· Bank statements are reconciled by someone other than the person(s) handling the cash receipt and cash disbursement functions.
· Financial statements are prepared on a timely, regular (monthly) basis and presented to appro​priate board members, management, and staff for review and discussion.

· The financial statements format allows for com​parison of actual financial activity to budgeted amounts.

· The organization has a fidelity insurance policy.

· Employee loans are prohibited.

· Investments are properly recorded and controlled.

· Procedures are in place to document the receipt of in-kind services.

· Minutes from board of directors meetings are pre​pared on a timely basis.

· Insurance policies are reviewed annually and pro​vide adequate coverage.

